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Target Audience

This guide is aimed at developers who want to use the JBoss XACML to implement complex
Policy Infrastructure.
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Chapter 1. Introduction to JBoss
XACML

JBoss XACML provides a standards based, robust Policy Infrastruture library .

JBossXACML is based on Oasis XACML v2.0. It

1. defines an API to read one or more PolicySets (and/or Policy files) via a simple configura-
tion file.

2. defines an API to parse XACML request files or streams.

3. provides a JAXB v2.0 compatible object model that can be used to construct policies and
requests in XACML.

Pre-requisites

To make full use of JBoss XACML, you will need a basic understanding of XACML v2.0 and its
policies etc

Please refer to the following wiki page for more information on JBossXACML. ht-
tp://wiki.jboss.org/wiki/JBossXACML



Chapter 2. JBoss XACML
Configuration

An configuration file can be used to define the various policies and policy sets that the PDP
can use for evaluation. The schema file driving the configuration is shown below.

<xs: schenma>

<xs: el enent >

<xs:annot ati on>

<xs: docunent ati on>Root El enent for JBoss XACM.</xs: docunentati on>
</ xs: annot ati on>

</ xs: el enent >

<xs:conpl exType>
<XS:sequence>

<xs: el ement ></ xs: el enent >

<xs: el enent ></ xs: el enent >
</ xs: sequence>

</ xs: conpl exType>
<xs: el enent ></ xs: el enent >

<xs: conpl exType>
<Xs:sequence>

<xs: el enent ></ xs: el enent >

<xs: el enent ></ xs: el enent >
</ Xs: sequence>

</ xs: conpl exType>

<xs: conpl exType>
<Xs:sequence>

<xs: el enent ></ xs: el enent >

<xs: el enent ></ xs: el enent >
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</ xs: sequence>

</ xs: conpl exType>

<xs: conpl exType>

<Xs:sequence>

<xs: el enent ></ xs: el enent >
</ xs: sequence>

</ xs: conpl exType>

<xs: el enent ></ xs: el enent >

<xs: conpl exType>

<Xs:sequence>

<xs: el enent ></ xs: el enent >
</ xs: sequence>

</ xs: conpl exType>

<xs: el enent >
<xs: conpl exType>
<Xs:sequence>
<Xs: any></ xs: any>

</ xs: sequence>

<xs:attribute></xs:attribute>
</ xs: conpl exType>

</ xs: el enent >

<xs: conpl exType>
<XS:sequence>
<xs: el enent ></ xs: el enent >

</ xs: sequence>

<xs:attribute></xs:attribute>
</ xs: conpl exType>

</ xs: schema>
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The following is an example of a configuration file.

<ns: j bosspdp>
<ns: Pol i ci es>
<ns: Pol i cySet >

<ns: Location>test/policies/interop/xacm -policySet.xm </ns: Locati on>

<ns: Pol i cy>
<ns: Location>test/policies/interop/xacm -policy2.xm </ ns:Location>

</ ns: Policy>

<ns: Pol i cy>
<ns: Location>test/policies/interop/xacm -policy3.xm </ns:Location>

</ ns: Policy>

<ns: Pol i cy>
<ns: Location>test/policies/interop/xacm -policy4.xm </ ns: Location>

</ ns: Policy>

<ns: Pol i cy>
<ns: Locati on>test/policies/interop/xacm -policy5.xm </ ns:Location>

</ ns: Policy>

</ ns: Pol i cySet >

</ ns: Policies>

<ns: Locat or s>

<ns: Locat or >
</ ns: Locat or >

</ ns: Locat or s>

</ ns:j bosspdp>
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As shown in the configuration file, you can define a policy set with enclosing policies. If you do
not need any policy sets, but want to define 1 or more policies, you can do so. The location of
a policy/policy set has to conform to the java.net.URL format (or you can provide a relative loc-
ation as shown in the above configuration file).

The PDP makes use of PolicyLocator(s) for policies. Each of these policy locators are asked
for a policy when a request is being evaluated. The default locator that is provided with
JBossXACML is the org.jboss.security.xacml.locators.JBossPolicySetLocator

You will need to provide at least 1 locator.



Chapter 3. Introduction to JBoss
XACML PDP

There is an implementation of the org.jboss.security.xacml.interfaces.PolicyDecisionPoint
in JBoss called as org.jboss.security.xacml.core.JBossPDP. There are few variants of the
construction of the JBossPDP as shown below.

publ i c JBossPDP( | nput Stream configFile);
publ i c JBossPDP( | nput Source configFile);
publ i ¢ JBossPDP( Node configFile);

publ i c JBossPDP( XMLSt r eanReader configFile);
public JBossPDP(URL configFil eURL);

PDP Construction with a Configuration File

A PDP can be provided with policies via a configuration file or one can make use of the JAXB2
object model in JBoss XACML to construct the Policy/PolicySet instances and then provide
them to the PDP. An example usage of the PDP with a configuration file is shown below:

i mport org.jboss.security.xacm .interfaces. PolicyDecisionPoint;
i mport org.)boss.security.xacmnl . core.JBossPDP;

Cl assLoader tcl = Thread. current Thread(). get Cont ext C assLoader () ;
InputStreamis =

tcl.get ResourceAsStrean("test/config/interopPolicySetConfig.xm");
Pol i cyDeci si onPoi nt pdp = new JBossPDP(i s);

PDP Construction with Object Model

There is an object model provided with JBoss XACML in the package
org.jboss.security.xacml.core.model.policy. This is the package that one will work with in
the construction of elements associated with a Policy or PolicySet. There is an utility factory
class that is provided in org.jboss.security.xacml.factories.PolicyAttributeFactory which
can be used to create the AttributeValueTypes used in a Policy.

The interface org.jboss.security.xacml.interfaces.XACMLPolicy represents either a Policy
or a PolicySet and is represented in the method in the PDP when you want to pass a set of
pre-constructed instances, as shown below:

Pol i cyType policyType = constructPolicy();
Pol i cyDeci si onPoi nt pdp = new JBossPDP();

XACMLPol i cy policy = PolicyFactory.createPolicy(policyType);
Set <XACMLPol i cy> policies = new HashSet <XACML.Pol i cy>();
poli ci es. add(policy);

//Pass a set of policies (and/or policy sets) to the PDP
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pdp. set Pol i ci es(policies);



Chapter 4. Examples

The following sections display usage of JBossXACML in various bindings.

Web Binding

The Policy File that we will use as an example for the Web Binding Layer is shown below.

<Pol i cy xm ns="urn: oasi s: nanmes:tc:xacmnl: 2.0: policy:schema: os"
Rul eConbi ni ngAl gl d=
"urn:oasis:nanmes:tc:xacn : 1. 0: rul e-conbi ning-al gorithm permt-overrides"
Ver si on="2. 0" Policyl d="Exanpl ePol i cy">
<Tar get >
<Resour ces>
<Resour ce>
<Resour ceiat ch
Mat chl d="ur n: oasi s: nanmes: tc: xacnl : 1. 0: functi on: anyURI - equal ">
<AttributeVal ue
Dat aType=
"http://ww. w3. org/ 2001/ XM_Schema#anyURI ">htt p: //t est/ devel oper-gui de. htm </ Attrib
<ResourceAttri but eDesi gnat or
Dat aType=
"http://ww. w3. org/ 2001/ XM_Schenma#anyURI "
Attributel d="urn:oasis:nanmes:tc:xacml :1.0:resource: resource-id"/>
</ Resour ceMat ch>
</ Resour ce>
</ Resour ces>

</ Tar get >
<Rule Effect="Permt" Rul el d="ReadRul ">
<Tar get >
<Acti ons>

<Act i on>
<Act i onMat ch
Mat chl d="ur n: oasi s: nanmes: tc: xacnl : 1. 0: functi on: stri ng-equal ">
<Attri but eval ue
Dat aType=
"http://ww. w3. or g/ 2001/ XMLSchema#st ri ng" >r ead</ Attri but eVal ue>
<Acti onAttri but eDesi gnat or
Dat aType="htt p: // www. w3. or g/ 2001/ XM_Schema#st ri ng"
Attributel d="urn:oasis:nanmes:tc:xacmn :1.0:action:action-id"/>
</ Acti onMat ch>
</ Acti on>
</ Acti ons>
</ Tar get >
<Condi ti on>
<Appl y , , o
Functi onl d="ur n: oasi s: nanes: tc: xacn : 1. 0: function:string-is-in">
<AttributeVal ue
Dat aType=
"http://ww. w3. org/ 2001/ XM_Schema#stri ng" >devel oper </ Attri but evVal ue>
<Subj ect Att ri but eDesi gnat or
Dat aType="htt p: // wwwv. w3. or g/ 2001/ XM_Schenwa#stri ng"
Attributeld="urn:oasis:nanmes:tc:xacm :2.0:subject:role" />
</ Appl y>
</ Condi ti on>
</ Rul e>
<l-- If none of the rules apply, deny the request -->
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<Rul e Effect="Deny" Rul el d="DenyRul e"/>

</ Policy>

This policy file basically provides access to the url when the subject has a role of "developer".
All other requests are denied because of the explicit rule at the bottom of the policy file, without
which the PDP would have returned a decision of NotAPPLICABLE.

If we would like to construct the policy dynamically, then we will need to use the Object Model
provided with JBoss XACML that is based on JAXB v2.0 and above. The code listing is shown

below:

i mport java.
i mport | ava.
i mport | ava.
i mport | ava.
i mport | ava.

net. URI ;

security. Princi pal
security. acl . G oup;
util.HashSet;

util. Set;

i mport javax.servlet.http.HtpServl et Request;
i mport javax.xm . bi nd. JAXBEI enent ;

i mport junit.franmework. Test Case;

i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.
i mport org.

j boss. security. xacnl . core. JBossPDP;

] boss. security. xacnl . core. nodel . pol|cy.ActionNhtchType;

] boss. security. xacnl . core. nndel.pol|cy.ActionType;

| boss. security. xacml . core. nbdel . policy. Acti onsType;

] boss. security. xacm . core. nodel . policy. Appl yType;

] boss. security. xacnl . core. nodel . policy.Attri buteVal ueType;

j boss. security. xacnl . core. nodel . policy.ConditionType;

j boss. security. xacm . core. nodel . policy. Ef fect Type;

j boss. security. xacnl . core. nodel . policy. Expressi onType;

j boss. security. xacnl . core. nodel . policy. Functi onType;

j boss. security. xacmnl . core. nodel . pol i cy. Obj ect Fact ory;

j boss. security. xacm . core. nodel . policy. PolicyType;

] boss. security. xacm . core. nodel . policy. ResourceMVat chType;

] boss. security. xacnl . core. nodel . policy. ResourceType;

] boss. security. xacnl . core. nodel . policy. ResourcesType;

] boss. security. xacnl . core. nodel . policy. Rul eType;

j boss. security. xacm . core. nodel . policy. Subject Attri buteDesi gnat or Type;
] boss. security. xacm . core. nodel . policy. Target Type;

j boss. security.xacm .factories.PolicyAttributeFactory;

| boss. security.xacm . factories. PolicyFactory;

] boss. security. xacm .
] boss. security. xacm .
j boss. security. xacm .
] boss. security. xacm .
i mport org.jboss.security.xacmn .
i mport org.]boss.security.xacn .

nt er f aces. Pol i cyDeci si onPoi nt ;
nt erfaces. Pol i cyLocat or;
nterfaces.Requesthntext;

nt er f aces. XACM_Const ant s;

nt er f aces. XACM_Pol i cy;

nt er f aces. XM_.SchemaConst ant s;

i mport org.)boss.security.xacnl .| ocators.JBossPolicylLocat or
i mport org.)boss.test.security.xacm .factories.util.XACM.Test Uil

public void test\WbBi nding() throws Exception

Pol i cyType policyType = constructPolicy();
Pol i cyDeci si onPoi nt pdp = new JBossPDP();

XACMLPol icy policy = PolicyFactory.createPolicy(policyType);
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Set <XACMLPol i cy> policies = new HashSet <XACM_Pol i cy>();
polici es. add(policy);

pdp. set Pol i ci es(policies);
/1 Add the basic |ocators al so

Pol i cyLocat or policylLocator = new JBossPolicyLocator();
pol i cyLocator. set Policies(policies);

//Locators need to be given the policies

Set <Pol i cyLocat or> | ocators = new HashSet <Pol i cyLocat or >();
| ocat ors. add( pol i cyLocator);
pdp. set Locat or s(| ocators);
assertNot Nul | ("JBossPDP is I'= null", pdp);
Principal p = new Principal ()

public String getNane()

{

return "testuser"”,

b

// Create Role G oup
Goup grp = XACM_Test Uti|l. get Rol eG oup("devel oper");

String requestURI = "http://test/devel oper-guide. htm";
Ht t pRequest Util util = new HttpRequestUtil ();
Ht t pServl et Request req = util.createRequest(p, requestURl);

/1 Check PERM T condition
WebPEP pep = new WebPEP() ;
Request Cont ext request = pep.creat eXACM.Request(req, p, grp);
i f (debug)
request. marshal | (System out);

assert Equal s(" Access Al | owed?",

XACM_Const ant s. DECI SI ON_PERM T,

}

XACM.Test Ut i | . get Deci si on( pdp, request));

public void testNegativeAccessWebBi ndi ng() throws Exception

{

Pol i cyType policyType = constructPolicy();
Pol i cyDeci si onPoi nt pdp = new JBossPDP();

XACMLPol i cy policy = PolicyFactory.createPolicy(policyType);
Set <XACM_Pol i cy> policies = new HashSet <XACM_Pol i cy>();
pol i ci es. add(policy);

pdp. set Pol i ci es(policies);

/1 Add the basic |ocators al so
Pol i cyLocat or policylLocator = new JBossPolicyLocator();

//Locators need to be given the policies

pol i cyLocator. setPolicies(policies);
Set <Pol i cyLocator> | ocators = new HashSet <Pol i cyLocat or>();
| ocat ors. add( pol i cyLocator);

pdp. set Locat or s(| ocators);
assertNot Nul | ("JBossPDP is I'= null", pdp);

Principal p = new Principal ()

10
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public String getNane()
{

return "testuser";

[

//Create Rol e Group
Group grp = XACM.Test Uil . get Rol eG oup("i nposter");
String requestURI = "http://test/devel oper-guide. htm";
Htt pRequest Uti |l util = new HttpRequest Uil ();
Ht t pServl et Request req = util. createRequest(p, request URl) ;

/] Check DENY condition
WebPEP pep = new WebPEP();
Request Cont ext request = pep.creat eXACM_.Request(req, p, grp);
i f(debug)
request. marshal | (System out);

assert Equal s("Access Disal | owed?", XACM.Const ants. DECI SI ON_DENY,
XACML.Test Uti | . get Deci si on( pdp, request));

}

private PolicyType constructPolicy() throws Exception
bj ect Factory obj ect Factory = new Cbj ect Factory();

String PERM T_OVERRI DES=
"urn:oasis:nanmes:tc: xacnl : 1. 0: rul e- conbi ni ng-al gorithm permnit-overrides";
Pol i cyType policyType = new PolicyType();
pol i cyType. set Pol i cyl d(" Exanpl ePol i cy");
pol i cyType. set Version("2.0");
pol i cyType. set Rul eConbi ni ngAl gl d( PERM T_OVERRI DES) ;

// Create a target
Tar get Type target Type = new Target Type();

Resour cesType resourcesType = new ResourcesType();

Resour ceType resourceType = new ResourceType();

Resour ceMat chType rmt = new ResourceMat chType();

rnt . set Mat chl d( XACMLConst ant s. FUNCTI ON_ANYURI _EQUALS) ;

rm . set ResourceAttri buteDesi gnat or (

Pol i cyAttri but eFactory. createAttri buteDesi gnator Type(

XACMLConst ant s. RESOURCE_| DENTI FI ER,
XM_SchemaConst ant s. DATATYPE_ANYUR! ) ) ;

rmt.setAttributeVal ue(PolicyAttri but eFact ory.createAnyURI Attri but eType(

new URI ("http://test/devel oper-guide. htm")));
resour ceType. get Resour ceMat ch() . add(rnt);
resour cesType. get Resource(). add(resourceType);

t ar get Type. set Resour ces(resourcesType);
pol i cyType. set Target (t arget Type);
//Create a Rule

Rul eType permitRule = new Rul eType();
perm t Rul e. set Rul el d( " ReadRul e") ;

permt Rul e. set Ef f ect (Ef f ect Type. PERM T) ;

Acti onsType permtRul eActi onsType = new ActionsType();
Acti onType permnitRul eActi onType = new ActionType();

Acti onMat chType antt = new Acti onMat chType();

11
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anct . set Mat chl d("urn: oasi s: nanes: tc: xacm : 1. 0: functi on: string-equal ");
anct . set Attri but evVal ue(
Pol i cyAttributeFactory. createStringAttributeType("read"));
anct . set Acti onAttri buteDesi gnat or (
Pol i cyAttri but eFactory. createAttri but eDesi gnator Type(
XACM_Const ant s. ACTI ON_I DENTI FI ER,
XM.SchenaConst ant s. DATATYPE_STRI NG) ) ;
perm t Rul eActi onType. get Acti onMat ch(). add(anctt);
Tar get Type pernitRul eTarget Type = new Tar get Type();
perm t Rul eActi onsType. get Action().add(perm t Rul eActi onType);
perm t Rul eTar get Type. set Acti ons(perm t Rul eActi onsType) ;
perm t Rul e. set Tar get (perm t Rul eTar get Type) ;

Condi ti onType perm t Rul eConditi onType = new ConditionType();
Functi onType functionType = new Functi onType();
functionType. set Functi onl d( XACM_Const ant s. FUNCTI ON_STRI NG_EQUAL) ;
JAXBEI enent <Expr essi onType> j axbEl enent Functi onType =

obj ect Fact ory. cr eat eExpressi on(functi onType);
perm t Rul eCondi ti onType. set Expr essi on(] axbEl enent Functi onType) ;

Appl yType perm t Rul eAppl yType = new Appl yType();
per m t Rul eAppl yType. set Functi onl d( XACM_Const ants. FUNCTI ON_STRING IS IN);

Subj ect Attri but eDesi gnat or Type sadt =
Pol i cyAttri but eFactory. creat eSubj ect Attri but eDesi gnat or Type(
XACM_.Const ant s. SUBJECT_ROLE_| DENTI FI ER,
XM.SchemaConst ant s. DATATYPE_STRI NG) ;
JAXBEI enment <Subj ect Attri but eDesi gnat or Type> sadt El ement =
obj ect Fact ory. creat eSubj ect Attri but eDesi gnat or (sadt) ;
AttributeVal ueType avt =
Pol i cyAttri but eFactory.createStri ngAttri buteType("devel oper");
JAXBEI enent <At tri but eVal ueType> j axbAVT =
obj ect Factory. createAttri buteVal ue(avt);
perm t Rul eAppl yType. get Expr essi on(). add(j axbAVT);
per m t Rul eAppl yType. get Expr essi on() . add( sadt El enent ) ;

perm t Rul eCondi ti onType. set Expr essi on(
obj ect Factory. creat eAppl y(permi t Rul eAppl yType));

permt Rul e. set Condi ti on(permnitRul eConditionType);

pol i cyType.
get Conbi ner Par anet er sOr Rul eConbi ner Par anet er sOr Vari abl eDefinition().
add(perni tRul e);

/Il Create a Deny Rule

Rul eType denyRul e = new Rul eType();

denyRul e. set Rul el d( " DenyRul e");

denyRul e. set Ef f ect (Ef f ect Type. DENY) ;

pol i cyType.
get Conbi ner Par anet er sOr Rul eConbi ner Par anet er sOr Vari abl eDefinition().
add(denyRul e);

return policyType;

12



Chapter 5. Policy Enforcement Points

(PEPs)

PEPs are an important component of any Policy based infrastructure. PEPs are needed to
construct the policy requests to be passed to the PDPs for evaluation.

JBossXACML provides an object model that is based on JAXB v2.0 and later, to construct
XACML Policy requests. The package org.jboss.security.xacml.core.model.context con-
tains the object classes. Please make a note of this package used for building request and re-
sponses. This is different from the package used for policy construction. There may be types
that have the same name in the two different packages.

There is a utility factory class that can be used to construct the various attributes of the Re-
guest. The class is org.jboss.security.xacml.factories.RequestAttributeFactory.

An example of construction of XACML Request is shown below:

i mport java.io.lnputStream

i mport junit.franmework. Test Case;

i mport org.jboss.
i mport org.jboss.
i mport org.jboss.
i mport org.jboss.
i mport org.jboss.
i mport org.|boss.
i mport org.|boss.
i mport org.jboss.
i mport org. | boss.
i mport org. | boss.
i mport org. | boss.
i mport org.jboss.
i mport org.jboss.

public void testl

Cl assLoader

Pol i cyDeci si onPoi nt

security. xacn
security. xacn
security. xacm
security. xacm
security. xacm
security. xacm
security. xacn

. core.
. core.
. core.
.core.
.core.
. core.
. core.

JBossPDP;

nodel . cont ext .
nodel . cont ext .
nodel . cont ext .
nodel . cont ext .
nodel . cont ext .
nodel . cont ext .

Act i onType;
AttributeType;
Envi r onnent Type;
Request Type;
Resour ceType;
Subj ect Type;

security.xacnl .factories. Request Attri buteFactory;
security.xacnl . factories. Request ResponseCont ext Fact ory;
security.xacn .interfaces. PolicyDeci si onPoint;
security.xacnl .interfaces. Request Cont ext ;
security.xacnm .interfaces. XACMLConst ant s;
test.security.xacm .factories.util.XACM.Test Util;

nteropTest Wt hCbj ects() throws Exception

tcl = Thread. current Thread(). get Cont ext C assLoader () ;
I nput Streamis =
tcl.get ResourceAsStrean("test/config/interopPolicySetConfig.xm");
assertNotNul | ("I nputStream!= null", 18);

pdp = new JBossPDP(is);

assertNotNul | ("JBossPDP is != null", pdp);

assert Equal s("Case 1 shoul d be deny",

XACML.Test Uti | . get Deci si on( pdp,
get Request Cont ext ("fal se","fal se",10)));

assert Equal s("Case 2 should be deny",

XACML.Test Uti | . get Deci si on( pdp,
get Request Context ("fal se","false",1)));

assert Equal s(" Case 3 shoul d be deny",

XACMLTest Uti | . get Deci si on( pdp,
get Request Context ("true","false",5)));

assert Equal s("Case 4 shoul d be deny",

XACML.Test Uti | . get Deci si on( pdp,
get Request Context ("fal se","false",9)));

assert Equal s("Case 5 shoul d be deny",

13

XACMLConst ant s. DECI SI ON_DENY,

XACM.Const ant s. DECI SI ON_PERM T,

XACM_Const ant s. DECI SI ON_PERM T,

XACM_Const ant s. DECI SI ON_DENY,

XACMLConst ant s. DECI SI ON_DENY,
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XACML.Test Uti | . get Deci si on( pdp,
get Request Context ("true", "fal se", 10)));
assert Equal s("Case 6 shoul d be deny", XACM.Constants. DECI SI ON_DENY,
XACML.Test Uti | . get Deci si on( pdp,
get Request Context ("true","fal se", 15)));
assert Equal s("Case 7 shoul d be deny", XACM.Constants. DECI SI ON PERM T,
XACMLTest Uti | . get Deci si on( pdp,
get }Request Context ("true","true", 10)));

private Request Cont ext get Request Context (String reqTradeAppr, String reqCreditAppr
int buyPrice) throws Exception

Request Type request = new Request Type();
request. get Subj ect (). add(

creat eSubj ect (reqTr adeAppr, reqCr edi t Appr, buyPrice));
request. get Resour ce().add(creat eResource());
request.set Action(createAction());
request. set Envi ronnent ( new Envi ronment Type());

Request Cont ext requestCtx =
Request ResponseCont ext Fact ory. cr eat eRequest Ct x() ;
request  x. set Request (request);
i f(debug)
request Ct x. mar shal | (System out) ;

return request C x;

private SubjectType createSubject(String reqTradeAppr,
String reqCreditAppr,
i nt buyPrice)

// Create a subject type
Subj ect Type subject = new Subject Type();
subj ect . set Subj ect Cat egor y(
"urn:oasis:nanmes:tc:xacn : 1. 0: subj ect - cat egory: access-subject");
//create the subject attributes
AttributeType attSubjectID =
Request Attri buteFactory.createStringAttributeType(
"urn:oasis:nanmes:tc:xacn : 1. 0: subj ect: subject-id",
"xacm 20.interop.con', "123456");
subj ect.getAttribute().add(attSubjectiD);

AttributeType attUser Nane =
Request Attri but eFactory.createStringAttri buteType(
"urn:xacm : 2.0:interop: exanpl e: subj ect : user - nane",
"xacm 20.interop. com', "John Smth");
subj ect.getAttribute().add(attUserNane);

AttributeType attBuyNunShares =

Request Attri but eFactory. createl ntegerAttri buteType(
"urn:xacml : 2. 0:i nterop: exanpl e: subj ect: buy- num shares",
"xacm 20.interop.con', 1000);
subj ect.get Attri bute().add(attBuyNuntShares);

AttributeType attBuyO ferShare =
Request Attri but eFactory. createl ntegerAttri buteType(
"urn:xacm : 2. 0:interop: exanpl e: subj ect: buy-offer-price",
"xacm 20.interop.com', buyPrice);
subj ect.get Attribute().add(attBuyOferShare);
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AttributeType att Request ExtCred =
Request AttributeFactory.createStringAttributeType(
‘urn: xacm : 2. 0:i nterop: exanpl e: subj ect:reqg-credit-ext-approval ",
"xacm 20.interop.cont, reqCreditAppr);
subj ect. get Attri but e() add( att Request Ext Cred);

AttributeType att Request TradeApproval =
Request Attri buteFactory.createStringAttributeType(
"urn:xacm : 2. 0:i nterop: exanpl e: subj ect: req-trade-approval "
"xacm 20.interop. com', reqTradeAppr);
subj ect.getAttribute().add(attRequest TradeApproval);

return subject;

}

public ResourceType creat eResource()
Resour ceType resourceType = new ResourceType();

AttributeType att ResourcelD =
Request Attri buteFactory.createStringAttri buteType(
"urn:oasis:names:tc:xacnm : 1. 0: resource: resource-id",
"xacm 20.interop. com', "CustomerAccount");
resourceType. get Attri bute().add(att Resourcel D);

AttributeType attOwerl D =

Request Attri buteFactory.createStringAttributeType(
“urn:xacm : 2. 0:i nterop: exanpl e: resour ce: owner-i d",
"xacm 20.interop.con', "123456");
resourceType. get Attri bute().add(att OwerlD);

AttributeType attOaner Nane =
Request Attri but eFactory. createStringAttri buteType(
"urn:xacm : 2. 0:interop: exanpl e: r esour ce: owner - nanme",
"xacm 20.interop.com', "John Smth");
resourceType. get Attri bute().add(att Owmer Nane) ;

AttributeType att Account Status =
Request Attri buteFactory.createStringAttributeType(
“urn:xacm : 2. 0:i nterop: exanpl e: resour ce: account - st at us",
"xacm 20.interop.con', "Active");
resourceType. get Attri bute().add(att Account St atus);

AttributeType attCreditLine =
Reuest Attri but eFactory. createl ntegerAttri buteType(
"urn:xacm : 2.0:interop: exanpl e:resource: credit-1ine",
"xacm 20.interop. com', 15000);
resourceType. get Attri bute().add(att CreditlLine);

AttributeType attCurrentCredit =
Request Attri but eFactory. createl ntegerAttri buteType(
"urn:xacml : 2.0:interop: exanpl e: resource: current-credit"
"xacm 20.interop.com', 10000);
resourceType. getAttribute().add(attCurrentCredit);

AttributeType attTradeLinmt =
Request Attri but eFactory. createl ntegerAttri buteType(
"urn:xacm :2.0:interop: exanpl e:resource:trade-limt"
"xacm 20.interop. com', 10000);
resourceType. get Attri bute().add(att TradeLimnit);
return resourceType;

}
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private ActionType createAction()

Acti onType acti onType = new ActionType();
AttributeType attActionlD =

Request Attri buteFactory.createStringAttributeType(
"urn:oasis:nanmes:tc:xacn :1.0:action:action-id",
"xacm 20.interop.com', "Buy");
actionType.getAttribute().add(attActionlD);
return actionType;

}
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Chapter 6. OASIS XACML v2.0
Interoperability at RSA Conference
2008

At the RSA Conference 2008 in San Francisco, Oasis arranged an interoperability event with
JBoss/RedHat, Sun, IBM, BEA, Oracle, Cisco, Axiomatics and Department of Veteran Affairs.
This chapter will provide information on the policy sets used, the requests and the responses
etc. This chapter will provide practical use cases for JBossXACML.

The constituents of the interop exercise are listed here:

1. PolicySet.
2. JBossXACML Configuration File

3. XACML Request Files and their evaluation.

Policy Sets used in the Interoperability

The Policy Sets used in the interop are available at: http://anonsvn.jboss.org/repos/jbossas/
projects/security/security-xacml/trunk/ jboss-xacml/src/tests/resources/test/policies/rsaconf/

JBossXACML Configuration File

<ns:jbosspdp xm ns:ns="urn:jboss: xacn : 2. 0">
<ns: Pol i ci es>
<ns: Pol i cySet >

<ns: Location>test/policies/rsaconf/Xacm Pol i cySet-01-top-1evel.xm </ns: Lo

<ns: Pol i cySet >

<ns: Locati on>test/policies/rsaconf/ Xacm Pol i cySet - 02a- CDA. xm </ ns: Loca

</ ns: Pol i cySet >
<ns: Pol i cySet >

<ns: Locati on>test/policies/rsaconf/ Xacm Pol i cySet-02b-N. xnl </ ns: Locati

<ns: Pol i cySet >

<ns: Locati on>t est/policies/rsaconf/Xacm PolicySet-03-N RPS-virt-ned

<ns: Pol i cySet >

<ns: Locati on>t est/ policies/rsaconf/ Xacm Pol i cySet - 04- N- PPS- PRD- 0

</ ns: Pol i cySet >
</ ns: PolicySet >
</ ns: Pol i cySet >
<ns: Pol i cySet >

<ns: Locati on>test/policies/rsaconf/ Xacm Pol i cySet-02c- N-Perntol | ecti on

</ ns: Pol i cySet >
<ns: Pol i cySet >

<ns: Locati on>test/policies/rsaconf/ Xacm Pol i cySet - 02d- pr og- not e. xm </ n

</ ns: Pol i cySet >
<ns: Pol i cySet >

<ns: Locati on>t est/ policies/rsaconf/Xacnl Pol i cySet-02e- MA. xm </ ns: Locat

</ ns: Pol i cySet >
<ns: Pol i cySet >

<ns: Locati on>test/policies/rsaconf/Xacm Pol i cySet - 02f - ener gency. xm </ n
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ity at RSA Conference 2008

</ ns: Pol i cySet >
</ ns: Pol i cySet >
</ ns: Policies>
<ns: Locat or s>
<ns: Locat or
Nane="org.j boss. security.xacm .| ocators. JBossPol i cySet Locat or" >
</ ns: Locat or >
</ ns: Locat or s>
</ ns:j bosspdp>

XACML Request Files

http://anonsvn.jboss.org/repos/jbossas/ projects/security/security-xacml/trunk/ jboss-
xacml/src/tests/resources/test/ requests/interop/rsaconf08/

JuUnit Test

http://anonsvn.jboss.org/repos/jbossas/projects/security/ security-
xacml/trunk/jboss-xacml/src/tests/java/org/ jboss/test/security/xacml/interop/rsaconf/ In-
teropUseCasesUnitTestCase.java
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Chapter 7. SOAP SAML XACML
Integration

JBossXACML project currently includes a OpenSAML v2.0 based integration code that
provides servlets that can read in a SOAP 1.1 request containing a SAML v2.0 payload carry-
ing a XACML v2.0 Access Decision request.

The Servlets are listed below:

SOAP SAML XACML Servlet

The web.xml configuration is shown below:

<web- app>
<cont ext - par anp
<par am nane>debug</ par am nane>
<par am val ue>f al se</ param val ue>
</ cont ext - par an®
<servl et >
<servl et - name>SOAPSer vl et </ ser vl et - name>
<servl et-class>org.jboss. security.xacm . sam .
i ntegration. opensanm . servlets.
SOAPSAMLXACML.Ser vl et </ servl et - cl ass>
</servl et>
<servl et - mappi ng>
<servl et - name>S0OAPSer vl et </ ser vl et - nane>
<url - pattern>/ SOAPSer vl et </ url - pattern>
</ servl et - mappi ng>
</ web- app>

Remember to place the policyConfig.xml which is the JBossXACML policy config file under

WEB-INF/classes directory. You can place the policies under a policies directory in the classes
directory.

SOAP SAML XACML Servlet

The web.xml configuration is as defined above except that the class name of the saml servlet
is org.jboss.xacml.saml.integration.opensaml.servlets. SAMLXACMLServlet
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Chapter 8. Dependencies forJBoss
XACML

JBoss XACML needs the following as dependencies.

1. JDK 5.0 or above

2. JBoss-JavaEE 5.0 (This basically provides javax.xml.stream support which exists in
JDK®6)

3. JAXB?2 libraries (JAXB-API, JAXB-IMPL)

4. JBossSunXACML 2.0
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Chapter 9. Acknowledgments for
JBoss XACML

This is an acknowledgment that JBoss XACML software contains SUnXACML(BSD style li-
censed) with license as follows.

Copyri ght 2003 Sun M crosystens, Inc. All R ghts Reserved.

Redi stribution and use in source and binary forns, with or without
nodi fication, are permtted provided that the followi ng conditions are net:

1. Redistribution of source code nust retain the above copyright noti ce,
this list of conditions and the follow ng disclainmner.

2. Redistribution in binary formnust reproduce the above copyri ght
notice, this list of conditions and the follow ng disclainmer in the
docunent ati on and/or other materials provided with the distribution.

Nei t her the nanme of Sun Mcrosystens, Inc. or the nanes of contributors my
be used to endorse or pronmpte products derived fromthis software w thout
specific prior witten perm ssion.

This software is provided "AS IS," without a warranty of any kind. ALL
EXPRESS OR | MPLI ED CONDI TI ONS, REPRESENTATI ONS AND WARRANTI ES, | NCLUDI NG
ANY | MPLI ED WARRANTY OF MERCHANTABI LI TY, FI TNESS FOR A PARTI CULAR PURPCSE
OR NON- | NFRI NGEMENT, ARE HEREBY EXCLUDED. SUN M CROSYSTEMS, | NC. ("SUN'")
AND | TS LI CENSORS SHALL NOT BE LI ABLE FOR ANY DAMAGES SUFFERED BY LI CENSEE
AS A RESULT OF USI NG MODI FYI NG OR DI STRIBUTING THI S SOFTWARE OR I TS

DERI VATI VES. I N NO EVENT WLL SUN OR I TS LI CENSORS BE LI ABLE FOR ANY LOST
REVENUE, PROFI T OR DATA, OR FOR DI RECT, | NDI RECT, SPECI AL, CONSEQUENTI AL,

| NCl DENTAL OR PUNI Tl VE DAVAGES, HOWEVER CAUSED AND REGARDLESS OF THE THEORY
OF LIABILITY, ARI SING OQUT OF THE USE OF OR I NABI LI TY TO USE TH S SOFTWARE,
EVEN | F SUN HAS BEEN ADVI SED OF THE PGSSI Bl LI TY OF SUCH DAMAGES.

You acknow edge that this software is not designed or intended for use in
t he design, construction, operation or maintenance of any nuclear facility.
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