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Target Audience
JEMS Projects as well as third party system integrators.

JBoss 2.0 iii



Preface
This is an Integration Document that will be used by projects that intend to integrate the JBoss Security SPI and the
default implementation(aka JBossSX). The Security SPI as well as the details of the default implementation are
subject to change over subsequent releases.

If you have questions, please feel free to contact the JBoss Security team.

Project Lead: Anil Saldhana <a href="mailto:anil.saldhana@redhat.com"/>
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1
Security Context

SecurityContext is an encapsulation of the Authentication, Authorization, Mapping and Auditing aspects of a se-
curity conscious system. The interface looks as follows:

package org.jboss.security;

/**
* Encapsulation of Authentication, Authorization, Mapping and other
* security aspects at the level of a security domain
* @author <a href="mailto:Anil.Saldhana@jboss.org">Anil Saldhana</a>
*/

public interface SecurityContext extends Serializable,Cloneable
{

/**
* Authentication Manager for the security domain
*/
public AuthenticationManager getAuthenticationManager();
/**
* Authorization Manager for the security domain
*/
public AuthorizationManager getAuthorizationManager();

/**
* Mapping manager configured with providers
*/
public MappingManager getMappingManager();

/**
* AuditManager configured for the security domain
*/
public AuditManager getAuditManager();

/**
* Context Map
*/
public Map<String,Object> getData();

/**
* Return the Security Domain
*/
public String getSecurityDomain();

/**
* Subject Info
*
* @see SecurityContextUtil#getSubject()
* @see SecurityContextUtil#createSubjectInfo(Principal, Object, Subject)
*/
SubjectInfo getSubjectInfo();

/**
* Subject Info
*
* @see SecurityContextUtil#getSubject()
* @see SecurityContextUtil#createSubjectInfo(Principal, Object, Subject)
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*/
void setSubjectInfo(SubjectInfo si);

/**
* RunAs Representation
*
* @see #setRunAs(RunAs)
*/
public RunAs getRunAs();

/**
* Set the current RunAs for the security context that will be
* propagated out to other security context.
*
* RunAs coming into this security context needs to be done
* from SecurityContextUtil.getCallerRunAs/setCallerRunAs
*
* @see SecurityContextUtil#getCallerRunAs()
* @see SecurityContextUtil#setCallerRunAs(RunAs)
*
* @param runAs
*/
public void setRunAs(RunAs runAs);

/**
* Return a utility that is a facade to the internal
* storage mechanism of the Security Context
*
* This utility can be used to store information like
* roles etc in an implementation specific way
* @return
*/
public SecurityContextUtil getUtil();

}

Associated with the SecurityContext is the notion of a SecurityUtil that can provide some utility methods to shield
from the implementation details of any vendor implementation of the SecurityContext. The SecurityUtil abstract
class looks as follows:

package org.jboss.security;

import java.security.Principal;

import javax.security.auth.Subject;

/**
* General Utility methods for dealing with the SecurityContext
*/

public abstract class SecurityContextUtil
{

protected SecurityContext securityContext = null;

public void setSecurityContext(SecurityContext sc)
{

this.securityContext = sc;
}

/**
* Get the username from the security context
* @return username
*/
public abstract String getUserName();

/**

Security Context
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* Get the user principal the security context
* @return user principal
*/
public abstract Principal getUserPrincipal();

/**
* Get the credential
* @return
*/
public abstract Object getCredential();

/**
* Get the subject the security context
* @return
*/
public abstract Subject getSubject();

/**
* Get the RunAs that was passed into the current security context
* The security context RunAs is the RunAs that will be propagated out of it
* @return
*/
public abstract RunAs getCallerRunAs();

/**
* Set the Caller RunAs in the security context
* Security Context implementations are free to store
* the caller runas in any manner
* @param runAs
*/
public abstract void setCallerRunAs(RunAs runAs);

/**
* Get a holder of subject, runAs and caller RunAs
* @return
*/
public abstract SecurityIdentity getSecurityIdentity();

/**
* Inject subject, runAs and callerRunAs into the security context
* Mainly used by integration code base to cache the security identity
* and put back to the security context
* @param si The SecurityIdentity Object
*/
public abstract void setSecurityIdentity(SecurityIdentity si);

/**
* Get the Roles associated with the user for the
* current security context
* @param <T>
* @return
*/
public abstract <T> T getRoles();

/**
* Set the roles for the user for the current security context
* @param <T>
* @param roles
*/
public abstract <T> void setRoles(T roles);

/**
* Create SubjectInfo and set it in the current security context
* @param principal
* @param credential
* @param subject

Security Context
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*/
public void createSubjectInfo(Principal principal, Object credential,Subject subject)
{

SubjectInfo si = new SubjectInfo(principal, credential, subject);
this.securityContext.setSubjectInfo(si);

}

/**
* Set an object on the Security Context
* The context implementation may place the object in its internal
* data structures (like the Data Map)
* @param <T> Generic Type
* @param sc Security Context Object
* @param key Key representing the object being set
* @param obj
*/
public abstract <T> void set(String key, T obj);

/**
* Return an object from the Security Context
* @param <T>
* @param sc Security Context Object
* @param key key identifies the type of object we are requesting
* @return
*/
public abstract <T> T get(String key);

/**
* Remove an object represented by the key from the security context
* @param <T>
* @param sc Security Context Object
* @param key key identifies the type of object we are requesting
* @return the removed object
*/
public abstract <T> T remove(String key);

}

As seen in the abstract class, the SecurityContextUtil provides methods to deal with the user principal and creden-
tial, RunAs and general usage of the SecurityContext as a store of objects via key pair (Refer to the set, get and re-
move methods).

The SecurityContextUtil has the usage of a SecurityIdentity aspect. The SecurityIdentity reprents the identity of the
agent that is interfacing with the security system. It contains the subject and various run-as (RunAs and Caller-
RunAs).

package org.jboss.security;

import java.security.Principal;
import javax.security.auth.Subject;

//$Id$

/**
* Represents an Identity of an agent interacting with the
* security service. It can be an user or a process. It
* consists of a subject and various run-as
*/

public class SecurityIdentity
{

SubjectInfo theSubject = null;
RunAs runAs = null;
RunAs callerRunAs = null;

Security Context
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public SecurityIdentity(SubjectInfo subject, RunAs runAs, RunAs callerRunAs)
{

this.theSubject = subject;
this.runAs = runAs;
this.callerRunAs = callerRunAs;

}

public Principal getPrincipal()
{

return theSubject != null ? theSubject.getAuthenticationPrincipal() : null;
}

public Object getCredential()
{

return theSubject != null ? theSubject.getAuthenticationCredential(): null;
}

public Subject getSubject()
{

return theSubject != null ? theSubject.getAuthenticatedSubject() : null;
}

public RunAs getRunAs()
{

return runAs;
}

public RunAs getCallerRunAs()
{

return callerRunAs;
}

}

The difference between RunAs and CallerRunAs is: The RunAs represents the RunAs that is outgoing from the
current context. The caller RunAs represents the RunAs that enters this security context. The RunAs interface is:

package org.jboss.security;

import java.security.Principal;
/**
* Represent an entity X with a proof of identity Y
*/

public interface RunAs extends Principal
{

/**
* Return the identity represented
* @return
*/
public <T> T getIdentity();

/**
* Return the proof of identity
* @return
*/
public <T> T getProof();

}

Security Context
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2
Authentication Manager

AuthenticationManager is an interface that provides the authentication aspects to a security consious subsystem. It
is obtainable from the SecurityContext.

package org.jboss.security;

import java.security.Principal;
import java.util.Map;
import javax.security.auth.Subject;

/** The AuthenticationManager is responsible for validating credentials
* associated with principals.
*/

public interface AuthenticationManager
{

/** Get the security domain from which the security manager is from. Every
security manager belongs to a named domain. The meaning of the security
domain name depends on the implementation. Examples range from as fine
grained as the name of EJBs to J2EE application names to DNS domain names.

@return the security domain name. May be null in which case the security
manager belongs to the logical default domain.

*/
String getSecurityDomain();

/** The isValid method is invoked to see if a user identity and associated
credentials as known in the operational environment are valid proof of the
user identity. Typically this is implemented as a call to isValid with a
null Subject.

@see #isValid(Principal, Object, Subject)

@param principal - the user identity in the operation environment
@param credential - the proof of user identity as known in the
operation environment
@return true if the principal, credential pair is valid, false otherwise.
*/
public boolean isValid(Principal principal, Object credential);

/** The isValid method is invoked to see if a user identity and associated
credentials as known in the operational environment are valid proof of the
user identity. This extends AuthenticationManager version to provide a
copy of the resulting authenticated Subject. This allows a caller to
authenticate a user and obtain a Subject whose state cannot be modified
by other threads associated with the same principal.

@param principal - the user identity in the operation environment
@param credential - the proof of user identity as known in the
operation environment
@param activeSubject - the Subject which should be populated with the
validated Subject contents. A JAAS based implementation would typically
populate the activeSubject with the LoginContext.login result.

@return true if the principal, credential pair is valid, false otherwise.
*/
boolean isValid(Principal principal, Object credential,

Subject activeSubject);
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/** Get the currently authenticated subject. Historically implementations of
AuthenticationManager isValid methods had the side-effect of setting the
active Subject. This caused problems with multi-threaded usecases where the
Subject instance was being shared by multiple threads. This is now deprecated
in favor of the JACC PolicyContextHandler getContext(key, data) method.

@deprecated Use the JACC PolicyContextHandler using key "javax.security.auth.Subject.container"
@see javax.security.jacc.PolicyContextHandler#getContext(String, Object)

@return The previously authenticated Subject if isValid succeeded, null if
isValid failed or has not been called for the active thread.

*/
Subject getActiveSubject();

/**
* Trust related usecases may require translation of a principal from another domain
* to the current domain
* An implementation of this interface may need to do a backdoor contact of the external
* trust provider in deriving the target principal
* @param anotherDomainPrincipal Principal that is applicable in the other domain
* (Can be null - in which case the contextMap is used
* solely to derive the target principal)
* @param contextMap Any context information (including information on the other domain
* that may be relevant in deriving the target principal). Any SAML
* assertions that may be relevant can be passed here.
* @return principal from a target security domain
*/
Principal getTargetPrincipal(Principal anotherDomainPrincipal, Map<String,Object> contextMap);

}

The getActiveSubject is a deprecated api to determine the subject.

Authentication Manager
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3
Authorization Manager

AuthorizationManager is an interface that provides fine-grained authorization aspects to a security consious subsys-
tem. It is obtainable from the SecurityContext.

package org.jboss.security;

import java.security.Principal;
import java.security.acl.Group;
import java.util.Map;
import java.util.Set;

import org.jboss.security.authorization.AuthorizationException;
import org.jboss.security.authorization.Resource;
/**
* Generalized Authorization Manager Interface.
*/

public interface AuthorizationManager
{

/**
* Authorize a resource
* @param resource
* @return
* @throws AuthorizationException
*/
public int authorize(Resource resource) throws AuthorizationException;

/** Validates the application domain roles to which the operational
environment Principal belongs.
@param principal the caller principal as known in the operation environment.
@param roles The Set<Principal> for the application domain roles that the
principal is to be validated against.
@return true if the principal has at least one of the roles in the roles set,

false otherwise.
*/
public boolean doesUserHaveRole(Principal principal, Set roles);

/** Return the set of domain roles the principal has been assigned.
@return The Set<Principal> for the application domain roles that the
principal has been assigned.
*/
public Set getUserRoles(Principal principal);

/**
* Trust usecases may have a need to determine the roles of the target
* principal which has been derived via a principal from another domain
* by the Authentication Manager
* An implementation of this interface may have to contact a trust provider
* for additional information about the principal
* @param targetPrincipal Principal applicable in current domain
* @param contextMap Read-Only Contextual Information that may be useful for the
* implementation in determining the roles.
* @return roles from the target domain
*/
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public Group getTargetRoles(Principal targetPrincipal, Map contextMap);
}

The Resource interface looks as follows:

package org.jboss.security.authorization;

import java.util.Map;

/**
* Resource that is subject to Authorization Decisions
*/

public interface Resource
{

//Get the Layer (Web/EJB etc)
public ResourceType getLayer();

//Return the contextual map
public Map getMap();

}

An authorization module interface looks as follows:

package org.jboss.security.authorization;

import java.util.Map;

import javax.security.auth.Subject;
import javax.security.auth.callback.CallbackHandler;

/**
* Represents a Policy Decision Module that is used by the
* Authorization Context
*/

public interface AuthorizationModule
{

/**
* Abort the Authorization Process
* @return true - abort passed, false-otherwise
*/
boolean abort() throws AuthorizationException;

/**
* Overall authorization process has succeeded.
* The module can commit any decisions it has made, with
* third party systems like a database.
* @return
*/
boolean commit() throws AuthorizationException;

/**
* Initialize the module
*
* @param subject the authenticated subject
* @param handler CallbackHandler
* @param sharedState state shared with other configured modules
* @param options options specified in the Configuration
* for this particular module
*/
void initialize(Subject subject, CallbackHandler handler,

Map sharedState, Map options);

/**
* Authorize the resource

Authorization Manager
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* @param resource
* @return AuthorizationContext.PERMIT or AuthorizationContext.DENY
*/
int authorize(Resource resource);

/**
* A final cleanup opportunity offered
* @return cleanup by the module passed or not
*/
boolean destroy();

}

There is a PolicyRegistration interface that implementers can use to provide a mechanism to register policies
(example: XACML Policy). The interface looks as follows:

package org.jboss.security.authorization;

/**
* Interface to register policies
*/

public interface PolicyRegistration
{

/**
* Register a policy given the location and a context id
* @param contextID
* @param location location of the Policy File
*/
void registerPolicy(String contextID, URL location);

/**
*
* Register a policy given a xml based stream and a context id
*
* @param contextID
* @param stream InputStream that is an XML stream
*/
void registerPolicy(String contextID, InputStream stream);

/**
* Unregister a policy
* @param contextID Context ID
*/
void deRegisterPolicy(String contextID);

/**
* Obtain the registered policy for the context id
* @param contextID Context ID
* @param contextMap A map that can be used by the implementation
* to determine the policy choice (typically null)
*/
Object getPolicy(String contextID, Map contextMap);

}

Authorization Manager
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4
Mapping Manager

The Mapping Manager is an interface that is used to obtain a preconfigured MappingContext for a particular map-
ping type. An example of a Mapping Class type would be java.security.acl.Group for role mapping. Implementa-
tions of the SPI are free to define their own mapping class types. The MappingManager interface is:

package org.jboss.security.mapping;

/**
* Manager that is used for mapping various types
*/

public interface MappingManager
{

MappingContext getMappingContext(Class mappingType);
}

The MappingContext is just a set of preconfigured MappingProvider instances for a particular class type and a se-
curity domain. The MappingContext class looks as:

package org.jboss.security.mapping;

import java.util.ArrayList;
import java.util.List;
import java.util.Map;

/**
* Generic Context used by the Mapping Framework
*/

public class MappingContext
{

private List modules = new ArrayList();

public MappingContext(List mod)
{

this.modules = mod;
}

/**
* Get the set of mapping modules
* @return
*/
public List getModules()
{

return this.modules;
}

/**
* Apply mapping semantics on the passed object
* @param obj Read-only Contextual Map
* @param mappedObject an object on which mapping will be applied
*/
public <T> void performMapping(Map obj, T mappedObject)
{

int len = modules.size();
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for(int i = 0 ; i < len; i++)
{

MappingProvider<T> mp = (MappingProvider<T>)modules.get(i);
mp.performMapping(obj, mappedObject);

}
}

}

The MappingProvider interface is as follows:

package org.jboss.security.mapping;

import java.util.Map;

/**
* A provider with mapping functionality
*/

public interface MappingProvider<T>
{

/**
* Initialize the provider with the configured module options
* @param options
*/
void init(Map options);

/**
* Map the passed object
* @param map A read-only contextual map that can provide information to the provider
* @param mappedObject an Object on which the mapping will be applied
* @throws IllegalArgumentException if the mappedObject is not understood by the
* provider.
*/
void performMapping(Map map, T mappedObject);

}

Mapping Manager
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5
Audit Manager

The Audit Manager is an interface that is used to audit security information to various sinks . The AuditManager
interface is:

package org.jboss.security.audit;

/**
* An interface that defines the Security Audit Service
*/

public interface AuditManager
{

/**
* Audit the information available in the audit event
* @param ae the Audit Event
* @see AuditEvent
*/
public void audit(AuditEvent ae);

}

The AuditEvent is the container object for the audit information and it looks as follows:

package org.jboss.security.audit;

/**
* Holder of audit information
*/

public class AuditEvent
{

private String auditLevel = AuditLevel.INFO;

private Map<String,Object> contextMap = new HashMap<String,Object>();

private Exception underlyingException = null;

public AuditEvent(String level)
{

this.auditLevel = level;
}

public AuditEvent(String level, Map<String,Object> map)
{

this(level);
this.contextMap = map;

}

public AuditEvent(String level, Map<String,Object> map, Exception ex)
{

this(level,map);
this.underlyingException = ex;

}

/**
* Return the Audit Level
* @return
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*/
public String getAuditLevel()
{

return this.auditLevel;
}

/**
* Get the Contextual Map
* @return Map that is final
*/
public Map getContextMap()
{

return contextMap;
}

/**
* Set a non-modifiable Context Map
* @param cmap Map that is final
*/
public void setContextMap(final Map<String,Object> cmap)
{

this.contextMap = cmap;
}

/**
* Get the Exception part of the audit
* @return
*/
public Exception getUnderlyingException()
{

return underlyingException;
}

/**
* Set the exception on which an audit is happening
* @param underlyingException
*/
public void setUnderlyingException(Exception underlyingException)
{

this.underlyingException = underlyingException;
}

public String toString()
{

StringBuilder sbu = new StringBuilder();
sbu.append("[").append(auditLevel).append("]");
sbu.append(dissectContextMap());
return sbu.toString();

}
}

The AuditEvent contains a context map and an optional enclosing exception. These should be set by the process
that utilizes the auditing framework. The AuditLevel defines the levels of severity.

package org.jboss.security.audit;

/**
* Define the Audit Levels of Severity
*/

public interface AuditLevel
{

/** Denotes situations where there has been a server exception */
String ERROR = "Error";

/** Denotes situations when there has been a failed attempt */

Audit Manager

JBoss 2.0 14



String FAILURE = "Failure";

String SUCCESS = "Success";

/** Just some info being passed into the audit logs */
String INFO = "Info";

}

As mentioned earlier, the AuditContext is a set of AuditProviders. The AuditProvider interface looks as follows:

package org.jboss.security.audit;

/**
* Audit Provider that can log audit events to an external
* sink
*/

public interface AuditProvider
{

/**
* Perform an audit of the event passed
* A provider can log the audit as per needs.
* @param ae audit event that holds information on the audit
* @see AuditEvent
*/

public void audit(AuditEvent ae);
}

Audit Manager
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6
Security Cache

The Security Managers for authentication, authorization, mapping etc can make use of security caches for perform-
ance purposes. The generic SecurityCache interface is defined as follows:

package org.jboss.security.cache;

import java.util.Map;

/**
* Generic Security Cache Interface for usage
* by the security integration layers like authentication,
* authorization etc.
*/

public interface SecurityCache<T>
{

/**
* Add a cache entry
* @param key
* @param contextMap a contextual map
* @throws SecurityCacheException
*/
void addCacheEntry(T key, Map<String,Object> contextMap) throws SecurityCacheException;

/**
* Cache Entry present?
* @param key Key for the cache entry
* @return true- cache entry exists, false-otherwise
*/
boolean cacheHit(T key);

/**
* Perform a cache operation
* @param key Key for the cache entry
* @param contextMap A contextual map
* @throws SecurityCacheException
*/
void cacheOperation(T key, Map<String,Object> contextMap) throws SecurityCacheException;

/**
* Get Cache Entry
* @param <Y>
* @param T key
* @return Cache Entry
* @throws SecurityCacheException
*/
<Y> Y get(T key) throws SecurityCacheException;

}
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7
Security Client

The Security Client class is a generic client that can do plain username/password, JAAS or SASL forms of ser-
vices.

package org.jboss.security.client;

import javax.security.auth.callback.CallbackHandler;
import javax.security.auth.login.LoginException;

/**
* Generic Security Client class <br/>
* <b>Basic Users:</b><br/>
* <p>Basic users will just use the methods that set the username and credential
* @see {@link #setUserName(String)} and @see {@link #setCredential(Object)} </p>
* <b>Intermediate Users:</b></br/>
* <p>You can specify usage of JAAS as the framework in the client implementation.
* In this case, you will @see {@link #setLoginConfigName(String)} and
* @see #setCallbackHandler(CallbackHandler)</p>
* <b>Advanced Users:</b>
* <p>You will use the @see {@link #setSASLMechanism(String)} method</p>
*/

public abstract class SecurityClient
{

protected Object userPrincipal = null;
protected Object credential = null;
protected CallbackHandler callbackHandler = null;
protected String loginConfigName = null;
protected String saslMechanism = null;
protected String saslAuthorizationId = null;

protected boolean jaasDesired = false;
protected boolean saslDesired = false;

/**
* Login with the desired method
* @throws LoginException
*/
public void login() throws LoginException
{

if(jaasDesired)
performJAASLogin();

else
if(saslDesired)

peformSASLLogin();
else

performSimpleLogin();
}

/**
* Log Out
*/
public void logout()
{

setSimple(null,null);
setJAAS(null,null);
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setSASL(null,null,null);
cleanUp();

}

/**
* Set the user name and credential for simple login (non-jaas, non-sasl)
* @param username (Can be null)
* @param credential (Can be null)
*/
public void setSimple(Object username, Object credential)
{

this.userPrincipal = username;
this.credential = credential;

}

/**
* Set the JAAS Login Configuration Name and Call back handler
* @param configName can be null
* @param cbh can be null
*/
public void setJAAS(String configName, CallbackHandler cbh)
{

this.loginConfigName = configName;
this.callbackHandler = cbh;
clearUpDesires();
this.jaasDesired = true;

}

/**
* Set the mechanism and other parameters for SASL Client
* @param mechanism
* @param authorizationId
* @param cbh
*/
public void setSASL(String mechanism, String authorizationId,

CallbackHandler cbh)
{

this.saslMechanism = mechanism;
this.saslAuthorizationId = authorizationId;
this.callbackHandler = cbh;
clearUpDesires();
this.saslDesired = true;

}

protected abstract void performJAASLogin() throws LoginException;
protected abstract void peformSASLLogin();
protected abstract void performSimpleLogin();

/**
* Provide an opportunity for client implementations to clean up
*/
protected abstract void cleanUp();

private void clearUpDesires()
{

jaasDesired = false;
saslDesired = false;

}
}

Security Client
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8
JBossSX (Default Implementation)

The JBoss Security distribution contains JBossSX, a default implementation of the security spi. The following
chapters describe it in some detail.

The jar file that drives the default implementation is the jbosssx.jar
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9
Security Configuration

The previous chapters defined the Security SPI. In this chapter, we will discuss the security configuration that is the
main driver to derive the configuration for the various managers in the security context.

The SecurityConfiguration is a class with static methods as follows:

package org.jboss.security.config;

import java.security.Key;
import java.security.spec.AlgorithmParameterSpec;
import java.util.HashMap;

/**
* Class that provides the Configuration for authentication,
* authorization, mapping info etc
* It also holds the information like JSSE keystores, keytypes and
* other crypto configuration
*/

public class SecurityConfiguration
{

/**
* Map of Application Policies keyed in by name
*/
private static HashMap appPolicies = new HashMap();
private static String cipherAlgorithm;
private static int iterationCount;
private static String salt;
private static String keyStoreType;
private static String keyStoreURL;
private static String keyStorePass;
private static String trustStoreType;
private static String trustStorePass;
private static String trustStoreURL;
private static Key cipherKey;
private static AlgorithmParameterSpec cipherSpec;

public static void addApplicationPolicy(ApplicationPolicy aP)
{

if(aP == null)
throw new IllegalArgumentException("application policy is null");

appPolicies.put(aP.getName(), aP);
}

public static ApplicationPolicy getApplicationPolicy(String policyName)
{

return (ApplicationPolicy)appPolicies.get(policyName);
}

public static String getCipherAlgorithm()
{

return cipherAlgorithm;
}

public static void setCipherAlgorithm(String ca)
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{
cipherAlgorithm = ca;

}

public static Key getCipherKey()
{

return cipherKey;
}

public static void setCipherKey(Key ca)
{

cipherKey = ca;
}

public static AlgorithmParameterSpec getCipherSpec()
{

return cipherSpec;
}

public static void setCipherSpec(AlgorithmParameterSpec aps)
{

cipherSpec = aps;
}

public static int getIterationCount()
{

return iterationCount;
}

/** Set the iteration count used with PBE based on the keystore password.
* @param count - an iteration count randomization value
*/
public static void setIterationCount(int count)
{

iterationCount = count;
}

public static String getSalt()
{

return salt;
}
/** Set the salt used with PBE based on the keystore password.
* @param salt - an 8 char randomization string
*/
public static void setSalt(String s)
{

salt = s;
}

/** KeyStore implementation type being used.
@return the KeyStore implementation type being used.
*/
public static String getKeyStoreType()
{

return keyStoreType;
}
/** Set the type of KeyStore implementation to use. This is
passed to the KeyStore.getInstance() factory method.
*/
public static void setKeyStoreType(String type)
{

keyStoreType = type;
}
/** Get the KeyStore database URL string.

Security Configuration
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*/
public static String getKeyStoreURL()
{

return keyStoreURL;
}
/** Set the KeyStore database URL string. This is used to obtain
an InputStream to initialize the KeyStore.
*/
public static void setKeyStoreURL(String storeURL)
{

keyStoreURL = storeURL;
}

/** Get the credential string for the KeyStore.
*/
public static String getKeyStorePass()
{

return keyStorePass ;
}

/** Set the credential string for the KeyStore.
*/
public static void setKeyStorePass(String password)
{

keyStorePass = password;
}

/** Get the type of the trust store
* @return the type of the trust store
*/
public static String getTrustStoreType()
{

return trustStoreType;
}

/** Set the type of the trust store
* @param type - the trust store implementation type
*/
public static void setTrustStoreType(String type)
{

trustStoreType = type;
}

/** Set the credential string for the trust store.
*/
public static String getTrustStorePass()
{

return trustStorePass;
}

/** Set the credential string for the trust store.
*/
public static void setTrustStorePass(String password)
{

trustStorePass = password;
}

/** Get the trust store database URL string.
*/
public static String getTrustStoreURL()
{

return trustStoreURL;
}

/** Set the trust store database URL string. This is used to obtain
an InputStream to initialize the trust store.

Security Configuration
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*/
public static void setTrustStoreURL(String storeURL)
{

trustStoreURL = storeURL;
}

}

As you can see the SecurityConfiguration class can hold a map of ApplicationPolicy objects that are keyed in by a
name which denote the Security Domain name. The SecurityConfiguration class also provides commonly used
JCA/Crypto information necessary. The ApplicationPolicy class is an amalgamation of the AuthenticationInfo, Au-
thorizationInfo, MappingInfo and AuditInfo which drive the configuration for the individual managers in the secur-
ity context.

package org.jboss.security.config;

import org.jboss.security.auth.login.BaseAuthenticationInfo;

/**
* Application Policy Information Holder
* - Authentication
* - Authorization
* - Audit
* - Mapping
*/

public class ApplicationPolicy
{

private String name;
private BaseAuthenticationInfo authenticationInfo;
private AuthorizationInfo authorizationInfo;
private AuditInfo auditInfo;
private MappingInfo roleMappingInfo;

//Parent PolicyConfig
private PolicyConfig policyConfig;

public ApplicationPolicy(String theName)
{

if(theName == null)
throw new IllegalArgumentException("name is null");

this.name = theName;
}

public ApplicationPolicy(String theName,BaseAuthenticationInfo info)
{

this(theName);
authenticationInfo = info;

}

public ApplicationPolicy(String theName,AuthorizationInfo info)
{

this(theName);
authorizationInfo = info;

}

public ApplicationPolicy(String theName,
BaseAuthenticationInfo info, AuthorizationInfo info2)

{
this(theName);
authenticationInfo = info;
authorizationInfo = info2;

}

public BaseAuthenticationInfo getAuthenticationInfo()
{

Security Configuration
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return authenticationInfo;
}

public void setAuthenticationInfo(BaseAuthenticationInfo authenticationInfo)
{

this.authenticationInfo = authenticationInfo;
}

public AuthorizationInfo getAuthorizationInfo()
{

return authorizationInfo;
}

public void setAuthorizationInfo(AuthorizationInfo authorizationInfo)
{

this.authorizationInfo = authorizationInfo;
}

public MappingInfo getRoleMappingInfo()
{

return roleMappingInfo;
}

public void setRoleMappingInfo(MappingInfo roleMappingInfo)
{

this.roleMappingInfo = roleMappingInfo;
}

public AuditInfo getAuditInfo()
{

return auditInfo;
}

public void setAuditInfo(AuditInfo auditInfo)
{

this.auditInfo = auditInfo;
}

public String getName()
{

return name;
}

public PolicyConfig getPolicyConfig()
{

return policyConfig;
}

public void setPolicyConfig(PolicyConfig policyConfig)
{

this.policyConfig = policyConfig;
}

}

Generation of the ApplicationPolicy objects and their establishment in the SecurityConfiguration class is the re-
sponsibility of the system integrators at this moment. You can use JBossXB or JAXB or whichever mechanism you
prefer.

Security Configuration
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10
Security Context Factory

The default implementation of the Security SPI includes a factory class for the construction of the SecurityContext.
The SecurityContextFactory class is the factory class that also creates the SecurityContextUtil class that is tied with
a security context.

The SecurityContextFactory class looks as:

package org.jboss.security.plugins;

import java.security.Principal;

import javax.security.auth.Subject;

import org.jboss.security.SecurityContext;
import org.jboss.security.SecurityContextUtil;

//$Id$

/**
* Factory class to create Security Context instances
*/

public class SecurityContextFactory
{

/**
* Create a security context
* @param securityDomain Security Domain driving the context
* @return
*/
public static SecurityContext createSecurityContext(String securityDomain)
{

JBossSecurityContext jsc = new JBossSecurityContext(securityDomain);
return jsc;

}

/**
* Create a security context
* @param p Principal
* @param cred Credential
* @param s Subject
* @param securityDomain SecurityDomain
* @return
* @see #createSecurityContext(String)
*/
public static SecurityContext createSecurityContext(Principal p,

Object cred,Subject s, String securityDomain)
{

JBossSecurityContext jsc = new JBossSecurityContext(securityDomain);
jsc.getUtil().createSubjectInfo(p,cred,s);
return jsc;

}

/**
* Return an instance of the SecurityContextUtil
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* @return
*/
public static SecurityContextUtil createUtil(SecurityContext sc)
{

return new JBossSecurityContextUtil(sc);
}

}

Security Context Factory
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11
Security Context Association

The default implementation of the Security SPI includes a class called as SecurityContextAssociation that has a
threadlocal for storing a security context object. It is the responsibility of the system integrators to push and pop the
security context from the association in the call request path.

The SecurityContextAssociation class looks as:

package org.jboss.security.plugins;

import org.jboss.security.SecurityContext;

/**
* Security Context association in a threadlocal
*/

public class SecurityContextAssociation
{

private static ThreadLocal<SecurityContext> securityContextLocal
= new ThreadLocal<SecurityContext>();

public static void setSecurityContext(SecurityContext sc)
{

securityContextLocal.set(sc);
}

public static SecurityContext getSecurityContext()
{

return securityContextLocal.get();
}

public static void clearSecurityContext()
{

securityContextLocal.set(null);
}

}
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12
JBoss Authentication Manager

JBossSX includes an implementation of the AuthenticationManager interface called as JBossAuthenticationMan-
ager. Currently it is driven by JAAS.

The outline of the class looks as follows:

package org.jboss.security.plugins;

import java.security.Principal;
import java.util.HashMap;
import java.util.Map;

import javax.security.auth.Subject;
import javax.security.auth.callback.CallbackHandler;
import javax.security.auth.login.LoginContext;
import javax.security.auth.login.LoginException;

import org.jboss.logging.Logger;
import org.jboss.security.AuthenticationManager;
import org.jboss.security.SecurityConstants;
import org.jboss.security.cache.JBossAuthenticationCache;
import org.jboss.security.cache.SecurityCache;
import org.jboss.security.cache.SecurityCacheException;

/**
* Default Implementation of the AuthenticationManager Interface
*/

public class JBossAuthenticationManager implements AuthenticationManager
{

private static Logger log = Logger.getLogger(JBossAuthenticationManager.class);

protected String securityDomain = SecurityConstants.DEFAULT_APPLICATION_POLICY;

protected CallbackHandler callbackHandler = null;

private ThreadLocal<Subject> subjectLocal = new ThreadLocal<Subject>();

private SecurityCache<Principal> sCache = null;

private boolean cacheValidation = false;

public JBossAuthenticationManager(String sdomain, CallbackHandler cbh)
{
}

/**
* Create JBossAuthenticationManager
* @param sdomain SecurityDomain
* @param cbh CallbackHandler
* @param initCapacity Initial Capacity for the internal Security Cache
* @param loadFactor Load Factor for the internal Security Cache
* @param level Concurrency Level for the internal Security Cach
*/
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public JBossAuthenticationManager(String sdomain, CallbackHandler cbh,
int initCapacity, float loadFactor, int level)

{
}

public void setSecurityCache(String className)
{
}

/**
* @see AuthenticationManager#getActiveSubject()
*/
public Subject getActiveSubject()
{
}

/**
* @see AuthenticationManager#getSecurityDomain()
*/
public String getSecurityDomain()
{
}

/**
* @see AuthenticationManager#getTargetPrincipal(Principal, Map)
*/
public Principal getTargetPrincipal(Principal principal, Map<String,Object> map)
{
}

/**
* @see AuthenticationManager#isValid(Principal, Object)
*/
public boolean isValid(Principal principal, Object credential)
{
}

/**
* @see AuthenticationManager#isValid(Principal, Object, Subject)
*/
public boolean isValid(Principal principal, Object credential, Subject subject)
{
}

}

JBoss Authentication Manager
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13
JBoss Authorization Manager

JBossSX includes an implementation of the AuthorizationManager interface called as JBossAuthorizationManager.
Very fine-grained and pluggable authorization can be obtained via the authorization module implementations. This
implementation also provides the PolicyRegistration interface support.

The outline of the class looks as follows:

package org.jboss.security.plugins;
...
import static org.jboss.security.SecurityConstants.ROLES_IDENTIFIER;

/**
* Authorization Manager implementation
*/

public class JBossAuthorizationManager
implements AuthorizationManager,PolicyRegistration
{

private String securityDomain;

private Map contextIdToPolicy = new HashMap();
protected boolean trace = log.isTraceEnabled();

private CallbackHandler callbackHandler = null;

public JBossAuthorizationManager(String securityDomainName)
{
}

public JBossAuthorizationManager(String securityDomainName, CallbackHandler cbh)
{
}

/**
* @see AuthorizationManager#authorize(Resource)
*/
public int authorize(Resource resource) throws AuthorizationException
{

String SUBJECT_CONTEXT_KEY = SecurityConstants.SUBJECT_CONTEXT_KEY;
Subject subject = null;
try
{

subject = (Subject) PolicyContext.getContext(SUBJECT_CONTEXT_KEY);
}
catch (PolicyContextException e)
{

log.error("Error obtaining AuthenticatedSubject:",e);
}
AuthorizationContext ac = new JBossAuthorizationContext(this.securityDomain,subject,

this.callbackHandler );
return ac.authorize(resource);

}

/** Does the current Subject have a role(a Principal) that equates to one
of the role names. This method obtains the Group named 'Roles' from
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the principal set of the currently authenticated Subject as determined
by the SecurityAssociation.getSubject() method and then creates a
SimplePrincipal for each name in roleNames. If the role is a member of the
Roles group, then the user has the role. This requires that the caller
establish the correct SecurityAssociation subject prior to calling this
method. In the past this was done as a side-effect of an isValid() call,
but this is no longer the case.

@param principal - ignored. The current authenticated Subject determines
the active user and assigned user roles.
@param rolePrincipals - a Set of Principals for the roles to check.

@see java.security.acl.Group;
@see Subject#getPrincipals()
*/
public boolean doesUserHaveRole(Principal principal, Set rolePrincipals)
{
}

/** Does the current Subject have a role(a Principal) that equates to one
of the role names.

@see #doesUserHaveRole(Principal, Set)

@param principal - ignored. The current authenticated Subject determines
the active user and assigned user roles.
@param role - the application domain role that the principal is to be
validated against.
@return true if the active principal has the role, false otherwise.
*/
public boolean doesUserHaveRole(Principal principal, Principal role)
{
}

/** Return the set of domain roles the current active Subject 'Roles' group
found in the subject Principals set.

@param principal - ignored. The current authenticated Subject determines
the active user and assigned user roles.
@return The Set<Principal> for the application domain roles that the
principal has been assigned.
*/
public Set getUserRoles(Principal principal)
{
}

/** Check that the indicated application domain role is a member of the
user's assigned roles. This handles the special AnybodyPrincipal and
NobodyPrincipal independent of the Group implementation.

@param role , the application domain role required for access
@param userRoles , the set of roles assigned to the user
@return true if role is in userRoles or an AnybodyPrincipal instance, false
if role is a NobodyPrincipal or no a member of userRoles
*/
protected boolean doesRoleGroupHaveRole(Principal role, Group userRoles)
{
}

/**
* @see PolicyRegistration#registerPolicy(String, URL)
*/
public void registerPolicy(String contextID, URL location)
{
}

JBoss Authorization Manager
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/**
* @see PolicyRegistration#registerPolicy(String, InputStream)
*/
public void registerPolicy(String contextID, InputStream stream)
{
}

/**
* @see PolicyRegistration#deRegisterPolicy(String)
*/
public void deRegisterPolicy(String contextID)
{
}

/**
* @see PolicyRegistration#getPolicy(String, Map)
*/
public Object getPolicy(String contextID, Map contextMap)
{
}

/**
* @see AuthorizationManager#getTargetRoles(Principal, Map)
*/
public Group getTargetRoles(Principal targetPrincipal, Map contextMap)
{

throw new RuntimeException("Not implemented");
}

}

JBoss Authorization Manager
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14
Example of Authentication

Here is a test case for the usage of JBossSX JBossAuthenticationManager.

package org.jboss.test.authentication;

import java.security.Principal;
import java.util.HashMap;

import javax.security.auth.login.AppConfigurationEntry;
import javax.security.auth.login.Configuration;
import javax.security.auth.login.AppConfigurationEntry.LoginModuleControlFlag;

import org.jboss.security.AuthenticationManager;
import org.jboss.security.SimplePrincipal;
import org.jboss.security.auth.callback.AppCallbackHandler;
import org.jboss.security.plugins.JBossAuthenticationManager;

import junit.framework.TestCase;

//$Id$

/**
* Unit tests for the JBossAuthenticationManager
*/

public class JBossAuthenticationManagerUnitTestCase extends TestCase
{

@Override
protected void setUp() throws Exception
{

super.setUp();
establishSecurityConfiguration();

}

public void testSecurityDomain() throws Exception
{

AuthenticationManager am = new JBossAuthenticationManager("test1",
new AppCallbackHandler("a","b".toCharArray()));

assertEquals("test1", am.getSecurityDomain());
}

public void testLogin() throws Exception
{

Principal p = new SimplePrincipal("jduke");
AppCallbackHandler acbh = new AppCallbackHandler("jduke","theduke".toCharArray());
AuthenticationManager am = new JBossAuthenticationManager("test",acbh);
assertTrue(am.isValid(p, "theduke"));
assertNotNull("Subject is valid",am.getActiveSubject());
assertTrue("Principal is present",

am.getActiveSubject().getPrincipals().contains(p));
}

public void testUnsuccessfulLogin() throws Exception
{

Principal p = new SimplePrincipal("jduke");
AppCallbackHandler acbh = new AppCallbackHandler("jduke","bad".toCharArray());
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AuthenticationManager am = new JBossAuthenticationManager("test",acbh);
assertFalse(am.isValid(p, "bad"));

}

public void testSecurityCache() throws Exception
{

Principal p = new SimplePrincipal("jduke");
AppCallbackHandler acbh = new AppCallbackHandler("jduke","theduke".toCharArray());
JBossAuthenticationManager am = new JBossAuthenticationManager("test",acbh);
assertFalse("Cache Validation is false", am.fromCache());
assertTrue(am.isValid(p, "theduke"));
assertNotNull("Subject is valid",am.getActiveSubject());
assertTrue("Principal is present",

am.getActiveSubject().getPrincipals().contains(p));
assertFalse("Cache Validation is false", am.fromCache());
assertTrue(am.isValid(p, "theduke"));
assertTrue("Cache Validation", am.fromCache());
assertTrue(am.isValid(p, "theduke"));
assertTrue("Cache Validation", am.fromCache());

acbh = new AppCallbackHandler("jduke","dummy".toCharArray());
am = new JBossAuthenticationManager("test",acbh);
assertFalse(am.isValid(p, "dummy"));
assertFalse("Cache Validation is false", am.fromCache());

}

public void testSecurityCacheInjection() throws Exception
{

Principal p = new SimplePrincipal("jduke");
AppCallbackHandler acbh = new AppCallbackHandler("jduke","theduke".toCharArray());
JBossAuthenticationManager am = new JBossAuthenticationManager("test",acbh);
am.setSecurityCache(TestSecurityCache.class.getName());
assertFalse("Cache Validation is false", am.fromCache());
assertTrue(am.isValid(p, "theduke"));
assertNotNull("Subject is valid",am.getActiveSubject());
assertTrue("Principal is present",

am.getActiveSubject().getPrincipals().contains(p));
assertFalse("Cache Validation is false", am.fromCache());
assertTrue(am.isValid(p, "theduke"));
assertTrue("Cache Validation", am.fromCache());
assertTrue(am.isValid(p, "theduke"));
assertTrue("Cache Validation", am.fromCache());

acbh = new AppCallbackHandler("jduke","dummy".toCharArray());
am = new JBossAuthenticationManager("test",acbh);
assertFalse(am.isValid(p, "dummy"));
assertFalse("Cache Validation is false", am.fromCache());

}

private void establishSecurityConfiguration()
{

Configuration.setConfiguration(new TestConfig());
}

public class TestConfig extends Configuration
{

@Override
public AppConfigurationEntry[] getAppConfigurationEntry(String name)
{

HashMap map = new HashMap();
map.put("usersProperties", "users.properties");
map.put("rolesProperties", "roles.properties");
String moduleName = "org.jboss.security.auth.spi.UsersRolesLoginModule";
AppConfigurationEntry ace = new AppConfigurationEntry(moduleName,

LoginModuleControlFlag.REQUIRED, map);
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return new AppConfigurationEntry[]{ace};
}

@Override
public void refresh()
{
}

}
}

The test case requires the establishment of the JAAS configuration.

Example of Authentication
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15
Example of Authorization

Here is a test case for the usage of JBossSX JBossAuthorizationManager. This test case tests the use of authoriza-
tion module for the web layer. The default authorization module for the web layer permits all, because the decision
is made by Tomcat RealmBase. Noite the introduction of the AuthorizationModule entry into the AuthorizationInfo
in the ApplicationPolicy object that gets set on the SecurityConfiguration.

package org.jboss.test.authorization;

import java.security.Principal;
import java.security.acl.Group;
import java.util.HashMap;

import javax.security.auth.Subject;
import javax.security.jacc.PolicyContext;

import org.jboss.security.AuthorizationManager;
import org.jboss.security.SecurityConstants;
import org.jboss.security.SecurityContext;
import org.jboss.security.SimpleGroup;
import org.jboss.security.SimplePrincipal;
import org.jboss.security.authorization.ResourceKeys;
import org.jboss.security.authorization.config.AuthorizationModuleEntry;
import org.jboss.security.authorization.resources.WebResource;
import org.jboss.security.config.ApplicationPolicy;
import org.jboss.security.config.AuthorizationInfo;
import org.jboss.security.config.SecurityConfiguration;
import org.jboss.security.jacc.SubjectPolicyContextHandler;
import org.jboss.security.plugins.JBossAuthorizationManager;
import org.jboss.security.plugins.SecurityContextAssociation;
import org.jboss.security.plugins.SecurityContextFactory;
import org.jboss.test.authorization.xacml.TestHttpServletRequest;

import junit.framework.TestCase;

/**
* Unit test the JBossAuthorizationManager
*/

public class JBossAuthorizationManagerUnitTestCase extends TestCase
{

private Principal p = new SimplePrincipal("jduke");
private String contextID = "web.jar";
private String uri = "/xacml-subjectrole/test";

protected void setUp() throws Exception
{

super.setUp();
setSecurityContext();
setUpPolicyContext();
setSecurityConfiguration();

}

public void testAuthorization() throws Exception
{

HashMap cmap = new HashMap();
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cmap.put(ResourceKeys.WEB_REQUEST, new TestHttpServletRequest(p,"test", "get"));
WebResource wr = new WebResource(cmap);
AuthorizationManager am = new JBossAuthorizationManager("other");
am.authorize(wr);//This should just pass as the default module PERMITS all

}

private Group getRoleGroup()
{

Group gp = new SimpleGroup(SecurityConstants.ROLES_IDENTIFIER);
gp.addMember(new SimplePrincipal("ServletUserRole"));
return gp;

}

private void setSecurityContext()
{

Subject subj = new Subject();
subj.getPrincipals().add(p);
SecurityContext sc = SecurityContextFactory.createSecurityContext("other");
sc.getUtil().createSubjectInfo(p, "cred", subj);
sc.getUtil().setRoles(getRoleGroup());
SecurityContextAssociation.setSecurityContext(sc);

}

private void setUpPolicyContext() throws Exception
{

PolicyContext.setContextID(contextID);
PolicyContext.registerHandler(SecurityConstants.SUBJECT_CONTEXT_KEY,

new SubjectPolicyContextHandler(), true);
}

private void setSecurityConfiguration() throws Exception
{

String name = "org.jboss.security.authorization.modules.web.WebAuthorizationModule";
ApplicationPolicy ap = new ApplicationPolicy("other");
AuthorizationInfo ai = new AuthorizationInfo("other");
AuthorizationModuleEntry ame = new AuthorizationModuleEntry(name);
ai.add(ame);
ap.setAuthorizationInfo(ai);
SecurityConfiguration.addApplicationPolicy(ap);

}
}

Example of Authorization

JBoss 2.0 37



16
Example of Auditing

Here is a test case for the usage of JBossSX JBossAuditManager

package org.jboss.test.audit;

import org.jboss.security.SecurityContext;
import org.jboss.security.audit.AuditEvent;
import org.jboss.security.audit.AuditLevel;
import org.jboss.security.audit.AuditManager;
import org.jboss.security.audit.config.AuditProviderEntry;
import org.jboss.security.config.ApplicationPolicy;
import org.jboss.security.config.AuditInfo;
import org.jboss.security.config.SecurityConfiguration;
import org.jboss.security.plugins.SecurityContextFactory;

import junit.framework.TestCase;

/**
* Tests for the Auditing Layer
*/

public class AuditUnitTestCase extends TestCase
{

@Override
protected void setUp() throws Exception
{

super.setUp();
setUpSecurityConfiguration();

}

/**
* We invoke the AuditManager on the security context to audit
* a particular AuditEvent. The AuditManager is configured with a
* test logging provider that basically places the event on a
* thread local of a static class. The test then checks the
* thread local for the audit event.
*/
public void testAuditConfiguration()
{

SecurityContext sc = SecurityContextFactory.createSecurityContext("test");
AuditManager am = sc.getAuditManager();
AuditEvent ae = new AuditEvent(AuditLevel.ERROR);
am.audit(ae);

//Now check that the Audit Event has been placed on the thread local
//by our TestAuditProvider
AuditEvent aev = (AuditEvent) AuditTestAssociation.auditEventLocal.get();
assertEquals("Audit events are the same", ae, aev);

}

private void setUpSecurityConfiguration()
{

String p = TestAuditProvider.class.getName();

ApplicationPolicy ap = new ApplicationPolicy("test");
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AuditInfo auditInfo = new AuditInfo("test");
AuditProviderEntry ape = new AuditProviderEntry(p);
auditInfo.add(ape);
ap.setAuditInfo(auditInfo);
SecurityConfiguration.addApplicationPolicy(ap);

}
}

The TestAudi Provider class is shown below:

package org.jboss.test.audit;

import org.jboss.security.audit.AbstractAuditProvider;
import org.jboss.security.audit.AuditEvent;

//$Id$

/**
* Test Audit Provider that places the Audit Event on the
* thread local of AuditTestAssociation
*/

public class TestAuditProvider extends AbstractAuditProvider
{

public TestAuditProvider()
{
}

@Override
public void audit(AuditEvent ae)
{

AuditTestAssociation.auditEventLocal.set(ae);
}

}

The AuditTestAssociation is a class with a threadlocal.

package org.jboss.test.audit;

/**
* A test class that stores a static thread local
*/

public class AuditTestAssociation
{

public static ThreadLocal auditEventLocal = new ThreadLocal();
}

Example of Auditing
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